SECURITY RESEARCH - LENDING MARKETS

Kyaa knacrtb Kanutan
nocne B3noma Kelp

Security-only aygut naTv NneHOUHr-MapKeToB C Le/ibio HAUTU YCTOUYUBbBIE MPOTOKObI
ona Yield Chaser n Real Trader: Aave v3 - Fluid - Morpho - Compound v3 - Euler v2

TRIGGER - APRIL 18-19, 2026 - ACTIVE INCIDENT

Kelp DAO rsETH exploit — $292M stolen

LayerZero 1-of-1 DVN compromised (attrib. Lazarus Group). 89,567 rsETH pledged on Aave as collateral = $193M WETH borrowed. Aave
bad debt Mmogenb: $124-230M, He noralueH. Aave core Kof, He CKOMMNPOMeTUpPoBaH — PUCK NIUCTUHra BHellHero LRT-akTuBa ¢ ysI3BUMbIM
bridge.

DeFi Capital Solutions 21.04.2026

Internal research - not financial advice Report v1.1 - Security-only scope



DEFI CAPITAL SOLUTIO ;\;‘E:
02
[ J
Top-3 cTabunbHbI NPU NIOGbIX BecaxX; Aave TAHET BHU3
o4

aKkTuBHbiM Kelp-ponr

Scorecard Ha baseline-Becax (audit 20% - exploit 25% - bad debt 15% - governance 15% - oracle 10% - arch 10% - chain 5%)

a N o N N i N N
Euler v2 (EVC+EVK) Compound v3 (Comet) Morpho (Blue + MetaMorpho) Aave v3 Fluid (Instadapp)
80.30 79.30 78.60 64.20 57.85
#1-TierB ° #2 - TierB G #3 - TierB ° #4 - TierD ° #5 - TierD °
$4M aypgut-6lomKeT + Sherlock $10M Zero on-chain exploits 3a 3.5 roga. Immutable Blue + 19+ ayguToB. B Kelp: v1.1downgrade: 80.5% aWETH Umbrella Shared liquidity layer — xyawas
coverage (2% npemus). Legacy: v1 M3onauus per-Comet. MuHyc — oracle ~$1M n3 ~500 vaults 3aTpoHyTbl. Curator B cooldown pgo naysbl — backstop He nsonaums. Resolv bad debt $70M
$197M (mapT 2023, BO3BpaLLEHbI). 6e3 fallback, Stage 0 governance. process = NOBTOPHbIN BEKTOP cpa6oTan kak HomuHan. $71M Arbitrum- NOKPbLIT YacTHbIM bail-out, He treasury.
OrpaHuyeHHbIn MynbTuyenH-footprint = (Resolv+Kelp 3a <2 mec). freeze komneHcupyet ~24%.
plus B anoxy Lazarus.
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DeFiCap - Lending Marke

PEKOMEHAOALIMA AN YIELD CHASER

v
Base. Cap 25-30%

Compound v3 — backup stable pillar. Bce yeiHbl, Ho L2 ToHkue. Cap 20-25%

A Aave — cokpaTtutb A0 <20% noka Kelp debt He 3akpbIT. 3aMopo3uTb HOBble LRT-no3unumun

X Fluid — He 6onee 5%, TONbKO YACTble CTENGNbI, HUKakux LP/LRT. XXgaTb peanusoBaHHoOro circuit

breaker

ecurity Audit

Euler v2 — Tonbko Yepes curated clusters (He permissionless vaults). Cap 10-15%

Morpho — ocHoBHoM: USDC Steakhouse / Gauntlet Prime vaults Ha Ethereum; MetaMorpho Ha

KPACHDIE ®JIATU ANPEJIAA 2026

Aave - Kelp rsETH - akTUBHbIN
$124-230M bad debt, TVL —$8.45B 3a 484, Umbrella He TecTMpoBancs Ha TakoM MacluTabe

Aave - CAPO - mapt 2026

$26M oLMBOYHBIX IMKBMAALMIA U3-3a gap off-chain-areHT / on-chain-constraint. BoamelyeHo Chaos
Labs + treasury

Fluid - Resolv - mapT 2026
$70M bad debt ot genera USR yepe3 MOLIEHHUYECKUIN MUHT. MOKpPLIT YacTHbIM bail-out 3a 3 gHsa

Compound - Proposal 289 - uions 2024
Golden Boys noutu 3a6panu $24M uepes governance attack. PelueHo NonuTUYecku, He KOQOM
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METHODOLOGY

Cemb M3mepeHMM 6e30n1acHOCTH, B3BelleHHasa cymmva 0-100

Kaxpoe nsmepeHue — akcnept-pedTuHr 0-100 Ha 0CHOBe NepBUYHBIX UICTOUHUKOB (ayauTbl, post-mortems, DefiLlama, Immunefi, governance

forums)

Dimension

i Audit depth

2 Exploit history

3 Bad debt
resilience
Governance

4 !
risk

5 Oracle risk

Architecture
isolation

7  Chain maturity

20%

25%

15%

15%

10%

10%

5%

Yto cuutaem

Tier-1 pupmebl (OZ, ToB, Spearbit, Certora, ChainSecurity) + breadth +
recency. Contests ¢ AUCKOHTOM.

Mpsimble core-aKCnIonTbl + He3akpbIThi bad debt. Recency-decay.
AKTMBHblE co6bITUA = X0.5 penalty.

Pasmep backstop vs MakcMmManbHO NpaBAoNOL0GHbIA YEbITOK.
Socialized losses = ceiling 60.

ny6uHa timelock, guardian separation, scope anrpenga, uctopus
aTak, immutability core.

Redundancy, staleness check, fallback, uMMyTa6enbHOCTb
apanTtepoB. Permissionless = ceiling 70.

Isolated + immutable = ceiling 100. Pool-wide = ceiling 55. Shared
liquidity = ceiling 45.

Hanunuue Ha ETH+Arbitrum+OP+Polygon+Avalanche+BNB, B3BeLleHo
no TVL u cpoky.

MCTOYHUKMU (MO KAXKAOMY NMPOTOKOJTY)

Primary — opuumanbHble penosutopum

GitHub aave-dao/aave-v3-origin , morpho-org/morpho-blue , Instadapp/fluid-contracts-
public , compound-finance/comet , euler-xyz/euler-v2-audits

Auditor publications

OpenZeppelin, ChainSecurity, Trail of Bits, Spearbit/Cantina, Certora, Omniscia, PeckShield, MixBytes,
StateMind, Blackthorn, Zellic, Ackee, yAudit, Code4rena, Sherlock

Incident DBs

DefiLlama /hacks, Rekt.news, Halborn post-mortems, komaHgbl NpoTokosoB blog + governance forums (Aave,
Compound, Morpho, Euler, Fluid)

Confidence levels

HIGH 3+ He3aBUCUMbIX UCTOYHMKA MED 2 UCTOYHMKA LOW 1 MCTOYHMK

MonHbi cnucok URL 1 patbl goctyna — sources.md (cnang 15).



SENSITIVITY ANALYSIS BEF] G

Top-3 ycTOMYMBDbI NpU NI0GbIX Becax — Aave u Fluid
CTaGM/NbHO BHU3Y

Tpu cueHapus BecoB: baseline, exploit-heavy (track record > audits), architecture-heavy (Yield Chaser lens)

Scenario A - Baseline 20/25/15/15/10/10/5 Scenario B - Exploit-heavy 15/35/15/15/10/5/5 Scenario C - Architecture-heavy 15/20/15/10/10/20/10
BanaHcupyeT npeBeHuuto (ayouTbl) u trackpekops (3KCnnonTbl). PeanbHble noTepu BaxHee NOKPbITUSA ayanuTamu. M3onsauma n npucyTcTeue Ha ceTsx = npuoputeT Yield Chaser.
1 Eulerv2 2 80.30 1 i Compound 80.00 1 Compound 79.25
2 Compound 79.30 2 Euler v2 78.65 2 Morpho 77.80
3 Morpho 78.60 3 Morpho 76.90 3 Euler v2 77.40
4 Aave ¢ 64.20 4 Aave V4 61.70 4 Aave 62.55
5  Fluid 57.85 5 Fluid 58.20 3 Fiuid @8 =Rh

Mocne supplementary-pecepuya top-3 nepecoptupoBaHbl (Euler v2 #1 B baseline 6narogapsa Sherlock $10M coverage), Ho BCE TPU no-npexHemy B Tier B ¢ pas6épocom <2 6anna.

v Robustness v1.1 Aave ynan c Tier C (67.05) go Tier D (64.20 = 61.70 B exploit-heavy) — Umbrella cooldown B peanbHOM cTpecce okasanacb MeHblue HoMuHana. Fluid ctaéunsHo D/F. YpoBHeBas
NlorvkKa pelueHuin He U3aMeHunacb, Ho Aave-exposure cap cTan XeécTue.




INCIDENT TIMELINE

XpoHonorus uHuMpaeHToB 2021-2026 - BOCEeMb COObITUM

Core smart-contract exploits nomeuyeHbl KpacHbIM, BHeLLHUe/social — XXEnTbiM. Recovery u zero-loss co6bITUA — 3€N1EHbIM

2021-09 - Sep

Compound v2 COMP
distribution bug

$80M lost

MATTEPH 2024-2026 + LAZARUS KAMIMNAHUA

2023-03 - Mar

Euler v1 donateToReserves
flaw

$197M — $240M returned

2022-11 - Nov'
Aave v2 CRV/Eisenberg
$1.7M bad debt

Hu ogHoro npsimoro B3fioma core-koga Ton-5 neHauHros ¢ Euler v1. Bce cobbiTusi — yepes BHELLHIO
nosepxHocTb: oracle adapter, DNS, SDK, collateral-gener, CAPO, LayerZero DVN. Anpenb 2026 —
ckoopaMHupoBaHHas Lazarus kamnanus: Drift $283M (social-engineering governance signers, 1.04) +
Kelp $292M (RPC poisoning + DDoS failover, 18.04) = $575M 3a 18 gHel. 3TO CUCTEMHbIN PUCK 415

BCex MyJ'IbTVI‘-IEﬁH-I'IpOTOKOJ'IOB BHe 3aBUCUMOCTU OT KoAa.

2024-10 - Oct

Morpho Blue PAXG oracle
adapter

$230K

[ J
2024
2024-07 - Jul
Compound DNS Squarespace
hijack
off-chain

9 /9 NOCTPAAABLUMNX MPOTOKOJIOB

Aave (ocHoBHoM), SparkLend (exposure $37K — 3apaHee yganun rsETH B anuB 2025), Fluid, Compound
v3, Euler v2, Morpho (~$1M n3 ~500 vaults), Lido Earn/Mellow, Pendle/Upshift, Beefy. Mpuoputet
cerogHs — isolation + limited cross-chain footprint. Euler v2 n Compound v3 umetor relative
advantage; Aave c 11 gennosimum — elevated exposure.

2026-03 - Mar

Fluid / Aave Resolv deped26-04-18 - Now
CAPO Aave - Kelp LayerZero DVN

$70M + $26M $292M — 9 protocols

° e 0 o
2025-04 - Apr 2026-04-01 - fazarus
Morpho SDK Bundler2—+3  Drift Social engineering
migration $283M
$0 — whitehat
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Aave V3 = 64.20 = Tier D (v1.1 downgrade)

Cambivt rny6okun ayguTt-ctek B DeFi. Ho pool-wide architecture + aktuBHbin Kelp-gonr + Umbrella peanbHo Bbirpy3unacb B cooldown go
nay3sl — downgrade ¢ 67.05

AYOWUT STACK (KJTIOYEBDIE)

AUDITS BUG BOUNTY TVL PRE-KELP TVL NOW
40+ $1|V| $26 . 4B $183 OPENZEPPELIN CERTORA - CONTINUOUS FV SINCE 2022
TRAIL OF BITS - V4  CHAINSECURITY - V4  SPEARBIT  PECKSHIELD
DIMENSION BREAKDOWN SIGMA PRIME  SHERLOCK - V4  MIXBYTES CANTINA  ACKEE
Audit depth 95 D
Exploit history 45 D UMBRELLA — V1.1 RED FLAG
Bad debt resilience 40 -15 D

80.5% aWETH B cooldown fi0 nay3bl

Governance 78 -4 D 18,922 u3 23,507 staked aWETH yxe BbIXoAUNM — peanbHblit backstop B ctpecce
3HauuTenbHo <$250M HoMuHana. ctouHukm: $50M / $80-100M / $250M — Tpu

.
Oracle 70 pa3Hble OLEHKM.
Architecture < ——— |
Chain maturity 95 Guardian cpaGoTan, Ho no3gHo
rsETH 3aMopoXeH 3a ~77 MuH, Ho $190M ponra yXxe Hakonunocb. 2x5-of-9
VlHLI,VlﬂEHTbl - KELP WATERFALL (LLAMARISK) multisig: Chaos Labs, LlamaRisk, Karpatkey, Certora, TokenLogic, BGD, ACI.
Date Event Loss Status

BGD Labs Bbiwnu - perynupoBaHue CHANMU
2026-04-21 Arbitrum SC 3aMopo3un cpefcTBa aKcrniontepa +$71M recovered 30,766 ETH BGD 3akoHuunu formal engagement B mapTe. Mntoc: SEC 3akpbin 4-neTHee

paccnepoBaHue (aBr 2025).

2026-04-18 Kelp DAO rsETH (LayerZero DVN) $124-236M ACTIVE
APXUTEKTYPA - ORACLE
2026-03 CAPO wstETH E-Mode misconfig $26M REIMBURSED
: e s Pool-wide + CAPO fragility
2022-11 CRV Eisenberg (v2) el e-Mode / isolation — yacTuyHble muturauun. CAPO bug (MapT 2026) BbisBun gap
off-chain-agent / on-chain-constraint. Kelp pokasan cross-asset contagion.
2022-06/09 Harmony / Fantom deprecation $1.5M stuck DEPRECATED

DeFiCap - Lending Markets Security Audit 21.04.2026



DEFI CAPITAL SoLuTIoNs
Fluid (Instadapp) - 57.85 - Tier D

Camblit Monogou NPOTOKON B Ha6ope ¢ arpeccuBHon mexaHukomn (95% LTV, 0.1% penalty). Shared liquidity layer = cuctemHas 3apasa

AUDITS BUG BOUNTY TVL UTILIZATION Ay'uMT STACK
7 $5B@K $863M ~93% PECKSHIELD  STATEMIND x2 MIXBYTES x3  CANTINA COMPETITION
SHERLOCK - $200K CODE4RENA - $93.5K
DIMENSION BREAKDOWN
Audit depth (68 HEETAETGHpM
o B cTeke HeT OpenZeppelin / Trail of Bits / Spearbit / Certora. MixBytes
Exploit history 55 .
KaueCTBEHHbI, HO He 3aMeHsitoT Tier-1 nokKpbiTUe A npotokona ¢ $863M TVL.
Bad debt resilience 50 G
. ]
Goyernane 63 GOVERNANCE - ORACLES
Oracle 75
Architecture 35 CE 10-day timelock - upgradeable contracts
Ghain maturit 45 KomneHcupyeTt upgrade risk. INST insider allocation 35.8% (team 23.8 +
. J
# investors 12).
UHUUAOEHTDI
Tri-oracle: Chainlink + Redstone + Uniswap V3 TWAP (3 checkpoints)
Date Event Loss Status He nomorno B Resolv — smart-contract-level fraudulent mint opakyn o6HoBuMN
KOPPEKTHO [0 HyNS.
2026-03-22 Resolv USR depeg (AWS key compromise — mint 50M USR) $70M bad debt PRIVATE BAIL-OUT - 3 AHA PR ey

APXUTEKTYPA — KOPHEBOU PUCK

Shared Liquidity Layer

OpaunH KoHTpakT aepxuT BCE cpeacTsa npotokona. Lending, Vaults, DEX —
nosepx. Mpo6nema B ogHOM vault touches Bcex — foka3saHo Resolv (TVL -30%
3a CyTKu).

95% LTV + 0.1% liquidation penalty
MixBytes medium-finding 2024 "no supply cap" — acknowledged but not fixed.
Circuit breaker aHoHcupoBaH nocne Resolv, ctaTyc peanusauuu He NOATBEPXKAEH.

DeFiCap - Lending Markets Security Audit 21.04.2026
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( DEEP DIVE 3/5 - #3 ) o

Morpho (Blue + MetaMorpho) - 78.60 - TierB

Immutable Blue + isolated markets. B Kelp: ~$1M u3 ~500 vaults 3aTpoHyTbl — u3onauua paéoTtaeT. Ho curator risk — NOBTOPHbIV BEKTOP 3a
<2 mecsua

AUDITS BUG BOUNTY TVL CORE IMMUTABLE AynMT STACK (2 CHOﬂ)
19+ $2 . 5M $5 . 828 v Blue core
OPENZEPPELIN SPEARBIT CANTINA CONTEST CERTORA FV
DIMENSION BREAKDOWN Vaults V2 - 11 engagements
Audit depth 92 SPEARBIT x4  CERTORA x2  ZELLIC BLACKTHORN x2
Exploit history 75 -3 L CHAINSECURITY CANTINA
Bad debt resilience 72
Governance 88 D APXUTEKTYPA — CUJIbHbIE CTOPOHDI
Oracle 55 .
Blue: uctuHHo immutable
Architecture 92 -3 . ] Het admin, HeT pause, HeT upgrade. MapaHTUsi NPOTMB governance-aTak Ha core
Chain maturity 55 G /IOTUKY:
MHUMUOEHTDI - NMATTEPH ISOLATED VAULTS Isolated markets = containment
[Mpo6nema pbiHKa He 3apaxaeT gpyrue. Resolv-incident ato gokasan — Blue
Date Event Loss Status NPOAOMXUN paBoTaTh.
2026-04-18 Kelp rsETH — 2 vaults n3 ~500 3aTpoHyTbI ~$1M BLUE CORE AEPXXUT
KPACHbDIE ®J1IATU
2025-11 Resolv USR — 15 MetaMorpho vaults (Gauntlet $4.95M) curator-level BLUE-CHIP VAULTS SAFE

Curator concentration

2025-04-10 Bundler2—3 SDK migration $0 - whitehat ZERO LOSS Gauntlet pep>xan 98% nuksugHoct wstUSR/USDC market. Bbi6op vault = Bbi6op
curator. KputuyHo BanuampoBsaTb.

2024-10-13 PAXG/USDC oracle adapter bug $230K BLUE UNAFFECTED
Oracle immutability = permanent misconfig

HeBepHo Bbi6paHHbIN oracle npu co3gaHum market Henb3s 3ameHuTb (PAXG-
case). [loBepsit Tonbko Chainlink-based markets.

DeFiCap - Lending Markets Security Audit 21.04.2026
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( DEEP DIVE 4/5 - #2 ) 09

Compound v3 (Comet) - 79.30 - TierB

Cawmbiin clean track-record cpeau Ton-5: Honb on-chain akcnnonToB 3a 3.5 rofa. Single-borrow-asset per Comet = ectecTBeHHas nsonsiuus

AUDITS BUG BOUNTY TVL CORE EXPLOITS V3 AyﬂMT STACK
4 $1|V| $1 .32B (0] / 3. 5y OPENZEPPELIN x2  CHAINSECURITY
CERTORA FV - PRE-LAUNCH BUG CAUGHT
DIMENSION BREAKDOWN
Audit depth 88 Certora FV kaTanoHka
o 92 O6Hapy>xwun critical isinAsset offset bug 10 gennos — KonnaTtepanb
.} .
Explothistory orpaHuymBanacb 8 cnotamu us 15. MicnpaeneHo B commit 4cbb7e6a.
Bad debt resilience 85 I ———
O —
Coyeroance 60 APXUTEKTYPA — CUJ1bHbIE CTOPOHDbI
Oracle o S
Architecture 82 Single-borrow-asset per Comet
Chain maturity 75 OpauH Comet = oauH base asset (USDC/WETH/USDT/wstETH/USDS). Cross-

market 3apaxeHue HeBO3MOXHO by construction.

MHUWUAOEHTbI (HE CORE V3)
absorb() c reserves

Date Event Loss Status Shortfall nokpbiBaeTca M3 pesepsoB npotokona, HE counanuavpyeTcs Ha
suppliers. Isolated reserves per Comet.

2026-04 rsETH collateral via Kelp exploit small, undisc. ONGOING
2024-07 Proposal 289 governance attack (Humpy / Golden Boys) almost $24M POLITICAL RESOLUTION KPACHbDIE ®JIATU
2024-07 DNS hijack (Squarespace) aFFechali UNKNOWN Oracle: Chainlink ONLY, NO fallback, NO staleness
Flagged ChainSecurity 2022, He ucnpaeneHo. 3ameHa feed = 7+ gHeit DAO-
2021-09  v2 COMP distribution bug (legacy) $68.8M  V2,NOT V3 LOLOCOBAMIN

DeFiScan Stage O governance

4/8 multisig mo>xxeT 3aMmopo3uTb Becb npotokon. Exit window 5 gHe# (MeHbLIe
pPeKoMeHA0BaHHbIX 7).

DeFiCap - Lending Markets Security Audit 21.04.2026
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Eulerv2 (EVC + EVK) - 80.30 - TierB
EOMHCTBEHHbIN C BHelLHeW cTpaxoBoi rail: Sherlock $10M coverage ot gHsa-1. Mocne v1-kpaxa — KpynHenwas ayaut-nporpamma ($4M, 60+
reviews). 19 mecsiLileB V2 — HONMb 3KCMNONTOB
AUDIT REVIEWS AUDIT BUDGET BUG BOUNTY TVL AynMT STACK - $4M
60+ $4|V| $7 .BM $1 .01B SPEARBIT x4  CHAINSECURITY x3  TRAIL OF BITS CERTORA FV
OPENZEPPELIN OMNISCIA YAUDIT x5 ZELLIC OTTERSEC BAILSEC
DIMENSION BREAKDOWN o
Audit depth 98—
Exploit history 710 2 CTF - $3.5M + $500K peanbHbIX cpeacTs
Bad debt resilience 78 48 D At EMmante + BHYTPERHMAGTE: HorkBnaMara.
.
e &5 SHERLOCK - BHELLHSISl CTPAXOBAS RAIL
Oracle 80 G
Architecture 75 R ——— $10M coverage / 2% npemus (public contest)
Chain maturity 50 D EavHcTBEHHbIV U3 NATK ¢ decentralized exploit protection ot gHs-1. Survived v1
payout stress-test.
UHUUAOEHTDI
APXUTEKTYPA - GOVERNANCE
Date Event Loss Status
EVC immutable + Dual 48h timelocks
2024-09 — now Euler v2 mainnet (19 mecsiLes) $0 ZERO INCIDENTS . . .
Guardian pause-only, HE resume (Tonbko timelock). OTamMyHas separation of
2023-03-13 Euler v1 - donateToReserves flaw $197M  RETURNED $240M POWers.
Permissionless vaults = user responsibility
[na Yield Chaser — Tonbko curated clusters (Gauntlet, Objective Labs). Hooks
TpebytoT audited operators.

DeFiCap - Lending Markets Security Audit 21.04.2026



COMPARISON MATRIX

Ayautopckue GMpmMbI X NPOTOKONbI — NOKpbiTHe Tier-1

HepaBHOMEpPHO

Manoyka = MMHUMYM OAMH Ny6IUYHBIA engagement. KonnyecTBo — B cko6kax. Tonbko Euler v2 n Aave umetot nonHbin Tier-1 cTek

Ayputopckas ¢pupma Tier Aave v3
OpenZeppelin 1 v

Trail of Bits 1 v (v4)
Spearbit / Cantina 1 v
Certora (formal verification) 1 v continuous
ChainSecurity 1 v (v4)
Sherlock (contest) 2 v (v4)
Code4rena (contest) 2

Sigma Prime / PeckShield / MixBytes 2 v all
Ackee / StateMind / Blackthorn / Zellic / yAudit / 3 v Ackee,
Omniscia Blackthorn
WUroro Tier-1 (nepBble 5 cTpok) — 5/5
O6uiee uyncno engagements — 40+

Fluid Morpho
v (3)
v (5)
v (3)
v
v $200K
v $93.5K
v MixBytesx3,
PeckShield
v StateMindx2 v Blackthornx2,
Zellic
1/5 contest 4/5
g 19+

Compound v3

v (2)

v pre-
launch

3/5

Euler v2

v (4)
v(2)

v (3)

v Omniscia, yAuditx5, Zellic,
OtterSec

5/5

60+

BbiBog. AyauT-riny6uHa He coBrnagaert ¢ track-record: Euler v2 umeeT MakcuMarbHoe NokpbiTue (60+ reviews, $4M), Ho yHacnegoBan penyTauuoHHbIn Wwpam oT v1. Compound v3 ¢ ToNbKo 4 ayautamu rokasbisaeT zero
exploits 3a 3.5 roga — kKonuyecTBo = kayecTso. Fluid 1 Morpho npoTuBononoxtbie npodunu: Morpho nnotHo nokpbIT Tier-1, Fluid — He umeeT HY ogHown Tier-1 pupmbl.

21.04.2026



ATTACK SURFACE

(Yo

OpaKyrnbl U apXUTEeKTypa — KaK JIOMaeTCHl KaXA bl NPOTOKON

Tunbl usonsyumu, oracle-sasucumoctu, upgrade paths n gokasaHHble failure modes 2024-2026

WU3onsayus

Oracle stack

Upgradeability Proven failure mode

MpoTokon ApxuTeKkTypa

Aave v3 Pool-wide + e-Mode + isolation mode
Fluid Shared Liquidity Layer + Vaults + DEX
Morpho Blue Lsaodlattsed immutable markets + curator
ngpound Per-Comet (one base asset per market)
Euler v2 Immutable EVC + modular vaults

ORACLE SURFACE - UTOI'n

PARTIAL

HET
(WORST)

BEST

STRONG

STRONG

Chainlink + CAPO wrapper + SVR (no
fallback)

Chainlink + Redstone + Uniswap TWAP x3  Upgradeable, 10d timelock

Permissionless, IMMUTABLE per market

Proxy, governance timelock 1d/7d rsETH listing = pool-wide contagion (Kelp Apr 2026)

Collateral depeg (Resolv USR) — system-wide debt (Mar
2026)

Blug=—Immutable; Mataharpho Oracle adapter bug B koHkpeTHOM market (PAXG $230K)

upgradeable
Chainlink only, no fallback, no staleness Comet upgradeable via Configurator DNS hijack (off-chain, Jul 2024)
ERC-7725 mukl-prayider, immgtable EVC immutable, vaults upgradeable Hu ogHoro B v2 (19 mecsiues)

adapters

v Euler v2 — ummyTabenbHble agantepbl 4ns 7 npoangepos, ERC-7726 quote-based. MuHumanbHas

single-point exposure.

v Fluid — trippel-stack (Chainlink + Redstone + Uniswap TWAP), Ho He nomMoraeT oT smart-contract-

level collateral depeg.

A Aave — CAPO — molHaa a6CcTpakuums, Ho cnoxHas: MapT 2026 nokasan ¢parunbHocTb on-chain

constraint.

A Morpho — permissionless oracle = cBo6oaa Bbl6opa Npu IMCTUHTE; MIIOXON BbIGOP HENb3S

oTKaTuTb (immutable).

X  Compound v3 — Chainlink only 6e3 fallback u staleness, ¢nar ChainSecurity 2022 He 3aKpbIT.

ARCHITECTURE SURFACE - UTOI'N
v" Morpho Blue — cTpyKkTypHO YemMnuoH: isolated + immutable. Curator-cnoi otgenéH.

v" Compound v3 — kaxgabii Comet nsonunposaH no base asset. Cross-market 3apaxeHue
HEBO3MOXHO.

v" Euler v2 — EVC immutable. Vaults upgradeable no-otaenbHOCTH, PUCK NTOKaNM30BaH.
Permissionless = user responsibility.

A~ Aave v3 — pool-wide by design. e-Mode cHuXaeT HO He yCcTpaHseT contagion-puck.

X Fluid — shared liquidity = nto6as owmn6ka npuBoamT K system-wide impact. Hanxygluas nsonauus.



'pe peHoru — TVL no yeneebim ceTam Yield Chaser

DaHHble DefiLlama, 21.04.2026. ToHKUi1 pbIHOK = NoBbILWEeHHbIN liquidation risk. Galochki = npucyTtcteue, TVL >$10M

Chain Aave v3 Fluid Morpho Compound v3 Euler v2 Wtoro no cetu
Ethereum ~$10B $641M $3.14B $1.16B $799M ~$15.78B
Arbitrum ~$3B $104M $68M $91M $44M ~$3.3B
Base ~$1B $23M $2.6B $29M $7M ~$3.7B
Optimism ~$500M - - $18M - ~$520M
Polygon ~$600M $5M $13M $8M = ~$625M
Avalanche ~$500M - - - $45M ~$545M
BNB Chain ~$400M $90M Plasma - - $84M Plasma ~$575M
Yucno ceteit c TVL >$10M 717 4/7 3/7 5/7 47
a o
KOPUAOPbI PASMELLEHNA NO CETAM % REFERENCE CASE - SPARKLEND
v Ethereum — BbI60p ecTb: Euler/Compound/Morpho/Aave. Score-npuoputet: Euler > Compound > Spark (MakerDAO/Sky ¢opk Aave) ypanun rsETH elé B sHBape 2025 Ha ocHoBaHWM risk assessment.
Morpho. PesynbTaT B anpene 2026: exposure = $37,300 (15.32 rsETH) vs Aave $196M. MpakTuueckoe

foka3saTtenbcTBo proactive risk-management.
v Base — Morpho gomuHupyet ($2.6B). AnbTepHaTuBa ToNbKO Aave.

Spark He BkJIOYEH B scorecard (overlapping koga ¢ Aave), Ho cnyxuT reference-benchmark: ecnu Spark
[EeNNCTUT aKTUB — CUJIbHbIM CUrHan ansi Aave-coBMecTUMbIX allocation fo Toro, kak NpuAET cnepyrowwmin
A  Polygon / BNB / OP — Aave foMUHUPYET, anbTepHaTuB noytn HeT. Concentration risk. exploit.

A Arbitrum — nukBugHocTb paccbinaHa. Compound + Euler; Aave — X&cTkui cap.

X Avalanche — Tonbko Aave u Euler. JIMMUTUPOBaHHbIN BbIGOP.

Ao 4

v Audit 1A BOSR
y Audit 21.04.2026



Allocation matrix gna Yield Chaser n Real Trader

Mpepnaraemblie nMMUTbI Ha 21.04.2026 - nepecmoTp nocre 3akpbiTus Kelp bad debt n penunsa Fluid circuit breaker

MpoTokon Cap OCHOBHOE UCNoNib30BaHUe Cetn
Euler v2 20- OcHoBHol anis exotic yields Yepes curated clusters (Gauntlet, Objective Labs).
#1 259 Sherlock $10M coverage — eAMHCTBEHHas BHELLUHsA CTpaxoBas rail. Y3kui MynbTUYemnH ETH + Arbitrum + Avalanche

= nntocC cenvac.

20- et .

Compound v3 i S.table backbone. US!:)C/U$DT/USDS Comets: Zero on-chain exploits 3a 3.5 roga + ETH + Arbitrum + Base
5% single-borrow-asset isolation. Low cross-chain exposure.

20- . & _
Morpho g Stgble yepes vet}ed vaults: Steakhouse I:JSDC, Gau.n.tlet Prime USDC. Ha Base ETH + Base

25% primary. Kaxgblit new curator — 30 gHeit observability.
Aave v3 10- leorpaduyeckuit backbone (7/7 ceter). Ymbrella He cpa6oTan Kak 0)XMpanocb — _

V11 ¢ 15% XECTKUM cap. BepHyTb kK 20-25% Tonbko nocne: (1) sakpbiTus Kelp, (2) pedpopmsbl Toneko Belygan/BRBIOR
- ¢ Umbrella cooldown. L

Fluid <59% OnumnoHanbHo: fTokens Ha USDC/USDT Ha ETH. Tonbko akCnepuMeHTbl, He OCHOBHOMN ETH only

TPUITEPDbI NEPECMOTPA V1.1

allocation. XXgaTb circuit breaker.

3akpbiTve Aave Kelp bad debt + pepopma Umbrella cooldown

— +10% Kk Aave

Peanusauums Fluid circuit breaker (<60 cek) = +5% K Fluid

TpeTui isolated-vault HUMAeHT B Morpho 3a 6 mec —

downgrade curator-score

Euler v2 nepBbI MHUMAOEHT — review cap Ao 5%

HoBas Lazarus aTtaka Ha lending — mass re-review

YTO OBHOBUTDb B KOAE DEFICAP

N

protocol_risk.py:44-179 — curated PROTOCOL_DATA
drift

Aave: scores Umbrella-aware, Kelp-active flag + CAPO
resolved

Morpho/Euler: bug_bounty_usd — 2.5M / 7.5M
Fluid: 7 audits; score 0.749 — 0.62; Resolv incident
Euler: launch_date — 2024-09-04; Sherlock coverage flag

Exploit Monitor = auto-pause Yield Chaser npu Aave
guardian-freeze

Yto usberatb Review

Permissionless vaults; hooks ot

MONTHLY
HeBepUdULMPOBaHHbIX OMNepaTopoB
L2 cunbHo ToHkue markets (Scroll/Mantle/OP); QUARTERLY
3aK30TUYeckue collaterals
Non-Chainlink opakynbl; HoBble curators; long-tail QUARTERLY
collateral vaults
rsETH, weETH, nto6ble bridged LRT; HoBble WEEKLY - A0
Umbrella-stakes; v4 Horizon RWA po clarity 3AKPbITUSA

0,

Smart collateral (LP B vault), 95% LTV markets, WEEKLY

nooéon LRT

OPERATIONAL GUARD RAILS V1.1

v

IETEIR

MwuHumym 40% allocation — Tier B
(Euler+Compound+Morpho)

Hu oguH nuctuHr LRT 6e3 30-gHeBHOro burn-in perioga
Auto-pause npu nto6om Lazarus advisory / bridge exploit
Weekly scorecard recalc; monthly Euler curated-cluster audit

Spark kak reference benchmark — noBTopaTb ero puck-move
first




SOURCES & CHANGELOG
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KnioueBblie UCTOUHUKU U KOHTPOJIb MBS IR

MonHbIN sources.md B ~/brain/lending-auvdit/sources.md ° raw JSON B ~/brain/lending-audit/data/

NMEPBUYHbIE UICTOYHUKHA

Aave - github/aave-dao/aave-v3-origin/audits - aave.com/security - governance - rsETH thread

Fluid - docs.fluid.instadapp.io/audits - MixBytes PDFs - Halborn Resolv post-mortem

Morpho - docs.morpho.org/audits - github/morpho-blue/audits - morpho.org/blog

Compound - OZ Compound lll - ChainSecurity - Certora FV - DeFiScan

Euler - github/euler-xyz/euler-v2-audits - docs.euler.finance - Cantina

Kelp incident - The Defiant - CoinDesk - Blockworks - Bloomberg - Unchained

CONFIDENCE PACINPEAEJIEHUE

HIGH - 55 MED - 28 LOW - 12

Mo BcemM 5 npoTokonam + MHUNAEHTY.

VERIFICATION

Kaxpgbli audit engagement — MUHUMYM 2 UcToYHMKa (github/ayauTop). Kaxabii MHUMAEHT — 2+ He3aBUCUMBbIX
nctoyHuka (DefiLlama + Rekt/post-mortem/npecc). Bce unopbl TVL — DefiLlama API Ha 21.04.2026.

DeFiCap - Lending Markets Security Audit

OrPAHUYEHUA N DISCLAIMERS

Kelp debt — akTUBHbI Ha MOMEHT NYy6NUKaL UK

OuanazoH $124-230M MoXeT U3MEeHUTbCS B 3aBUCUMOCTH OT pelueHus Kelp DAO no pacnpepgeneHuio
notepb. MOHMTOPUM €XXeHEBHO.

Scope — security-only
APY, utilization, peanbHble liquidation dynamics, tokenomics He paccmaTtpuBatotcs. [ina nonHoro investment
decision — gononHutTb economic deep dive.

CueHapum, a He NPOrHo3
Scoring = aKCMNepTHbIA PEUTUHT HA OCHOBE NMY6/IMYHbIX AaHHbIX. HOBble aTaK-BeKTOPbl MOTYyT BO3HUKHYTb B
NGO MOMEHT.

CHANGELOG
Version Date Change
v1.0 2H24-Ba-21 Initial release (post-Kelp incident)
12:00
vi.i 2026-04-21 Supplementary: Umbrella realism -15pt Aave; Sherlock +8pt Euler; Morpho curator
. 12:30 caveat; Spark reference; Lazarus campaign context; Arbitrum $71M freeze

vi.2 pending Post Kelp bad-debt closure + Fluid circuit breaker

v2.0 scheduled Add economic scope (APY, utilization, tokenomics)

CONTACT - FOLLOW-UP

DeFi Capital Solutions

BHYTpeHHUI research-oTuéT. He ABNAETCA MHBECTULMOHHOW peKoMeHZaLmen.

21.04.2026



